Privacy
DPDP Act, 2023 - Compliance Kit

Comprehensive Checklist for Readiness

This kit provides a complete framework for assessing compliance
with the Digital Personal Data Protection Act, 2023 across Business
operations.

Kit Components:kH- DPDP Act, 2023 Compliance Checklist



Relevant Provision (Digital Personal Data  Relevant Provision (Digital Personal

Compliance Status (Compliant/Partially

Domain Applicable Privacy Principle Question Response (Yes/No) Detailed Comments
PP ¥ Principl Protection Act, 2023) Data Protection Rules, 2025) b J Compliant/Not Compliant/Not Applicable)
Lawfulness
Lawful Processing Section 4(1) N/A Has identified and ted a lawful for
Transparency
Lawful Processing Lawfulness Section 4(2) N/A Has the organization assessed and documented that the identified processing purpose for P b
Lawful Processing Lawfulness Section 4(1)(a) Rule 3(b) Has the organization incorporated appropriate mechanisms in place to obtain valid, specific, and informed consent their data?
documen for d
- Lawfulness Secton 4(1)(b), Section7 - Has such use to data principals, .
Transparency legitimate use?
Has the organization incorporated appropriate mechanisms in place to ensure that the personal data processed s strictly limited to the defined purposes of undertakingthe
Lawful Processing Purpose Limitation Section 4(1) Rule 3(5) G VIET: ppropri isms in p u P P is strictly i purp u g
Transparency Has i purposes of processing personal data and, whether a change in purpose requires a
Lawful Processing . Section 4(1) N/A e in purpy P ing p \ge in purpose requi
Purpose Limitation fresh consent to be obtained from the data principal or a revision in the lawful basis before initiating such a processing activity?
Notice Transparency Section5(1) Rule3 (8) or btaining their consent for processing thei data,in a form thatis
Lawfulness independently understandable?
. ifies the itemized categories of personal to
Notice Transparency Section 5(1)(i) Rule 3(b)(i) e gorie
undertaken?
Notice Transparency. Section 5(1) Rule 3(b) clear and provide their specific and informed consent?
Notice. (I Section 5(1)() Rule 3(b) i) the
Transparency goods, services, or uses enabled by such processing?
Notice Transparency Rule 3(c)(ii) for Data their rights under the DPDPA, 20237
Notice Transparency ‘Section 5(1)(ii) Rule 3(c)(iii) to the Data Protection Board of India?
Notice Transparency Sections(1) Rule 3(0)) easily he data principals, with the similar ease
Lawiul Basis s comparable to providing their consent?
i nsur i s f fi
Consent Lawfulness e B Has the organization incorporated appropriate mechanism in place to principals to p datais
Transparency informed, an hrough tion, and limited to I data necessary for the specified purpose?
R T Has the organization incorporated appropriate mechanism in place to ensure for are
Consent Data Minimization Section 6(1) Rule 3(b)(ii) & S EEIEE Pl h
not necessary for the specified purpose?
Lawfulness
Consent Lofulness e Ao a0 Has the organization incorporated appropriate mechanism in place P tany time, and
as easy as obtaining consent from data principals?
Consent p—— CEE) o Upon withdrawal of consent, has the organization incorporated appropriate mechanisms in o areasonable thatits Data Processors
also cease processing, unless otherwise permitted by law?
Consent Accountability Section 6(10) N/A Does the organization demonstrate and prove, through records and logs, that valid consent was obtained in accordance with the Act and Rules?
datz the data principals, rictly imited to
Legiimate Use Lawfulness Section 7(a) Rule8(1) v by princip
indicate that they no longer do not consent?
TS Lowfulness S - . is personal data processed for subsidies, benefits, services, licenses or permits strictly in accordance with Rule 5 and
applicable law/policy?
In case the personal data s processed for State functions, legal obligations, or dicial or reg: ,is such ra avalid legal
Legiimate Use Lawfulness Section 7(c)-(e) N/A (o P 4 ions, legal obligati P judicial or u valid legs
mandate and limited to what s required?
data s processed for ublic health situations, disasters, or employment-related purposes, is such processing necessary, proportionate,
Legiimate Use Lawfulness Section 7(f1-() N/A o 4 publi ituations, d r employ: purposes,is such pr € 1y, prop
and restricted to the relevant context?
Integity
Obligations of Fiduciary. Confidentiality Section 8(4) Rule6(1)(g) Has the DPDP Act?
Integity
Obligations of Fiduciary Confidentiality Section 8(5) N/A Has the organization conducted regular security audits and risk identify and
Ld i
Obligatons ofFiduciary Acouracy Section8(3) m Has incorporated ensure accuracy, and ta, especially when itis used to make a
decision affecting the data principal o s disclosed to another data fiduciary?
Obligatons ofFiduciary Storage Limi Section8(7) o Has the organization established and documented a clear data retention schedule that ensur is
specified purpose?
Obligations of Fiduciary. Storage Lim Section 8(7) Rule8(2) Has the organization incorporated a mechanism to notify teast 4 personal data erasure, as required by the law?
Gy H tonotify the Data Protection Board of India (DPBI) and all affected dat Is i the event of
Obligatons ofFiduciary e CmEE) - fas 0 notify the Data Protection Board of India (DPBI) and all affected data principals in the event of a
personal data breach?
Obligations of Fiduciary. Accountability Section 8(6) NIA Has torecord all security incidents, that shall be maintained as well?
Obligations of Fiduciary. Accountability Section 8(2) Rule 6(1)(f) hata , with every data processor that the organi o
data on behalf of
Obligations of Fiduciary Stofags Limitétion Section 8(7) Rule 8(3) nsur data within the required timeline?
Accountability
Oblgations of iduclary Accountability Saction8(6) i P the Data Protection Officer or the person authorized on behalf o the organization to respond to
Transparency queries on the processing of personal data through its website or application?
Processing of Children's Data Lawfulness Section 9(1) Rule 10(1) D¢ t ain i personal data of a child (any individual below the age of 18 years)?
Processing of Children's Data Faimess Section 9(3) NIA D tion implement place navior children?
Processing of Children's Data Purpose Limitation — o the personal children tothe extent
Data Minimization necessary for the specified purpose?
Additional Obligations of Significant
) Dmgmmw © Accountabilty Section 10(2)(a) NA designated Data Fiduciary (SDF) by way of the Gentral Government notifcation, has t appointed a Data Protection Officer?




Additional Obligations of Si P jon 102)c) Aute 13(1) Data by way of the Central , has it conducted periodic Data Protection Impact
Data Fiduciary the rights of Data Principals?
; o [
Additional Obligations of Si P o 102) (&) Rule 13(2) Data by way of the Central it uditor to carry.

Data Fiduciary out a data audit of its systems and compliance?
i

Right to Access e Section 11 Rule 14 (1) for request and obz of their personal therein?
Accountability

TG Transparency R Rule 14 (1) (0) clear and easily , completion, or updating of their personal data processed

Accountability therein?

Rightto Erasure CIEEICS) Section 12 Rule 14 (1) (a) clear and easily their e
Accountability

S Transparency — Rule 14.(4) clear and easily theirright t ate individual their rights in the
Accountability event of death or incapacity of a data principal?
T A ) Transparency — Rule 14(3) clear and easily place that allows data principals’ grievances to be addressed by the Data Protection
Accountability Officer or a Grievance Officer?
Data Principal Rights Uy Section 8 (1) Rule 8(3) all e
Accountability
Data Principal Rights Uy Section 8 (1) Rule 14 (3) e o
Accountability
that. i h as th ht
Notics S ons Rl ) y to plains the their rights, to access, correct, and erase
their personal data?
— Lawfulness — Rue15 Has and prevent transfers of to territory that may
Accountability by the Central Government?
Integrity . .
Has including encryption and to protect the personal
Cross Border Section 16 Rule 15
CETETET data that could be involved in international data transfers?
‘Accountabilty.
Technical and Organizational Messures Section8(4) NA Has ization conducted data p i for data?

Integrity




